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Summary. This chapter provides a brief overview of some of the digital communi-
cations techniques that have been proposed recently employing nonlinear dynamics,
along with a comparison to traditional approaches. Both wireless modulation tech-
niques as well as optical communications approaches are be presented. 1

1.1 Introduction

Digital communications techniques have been continuously developed and re-
fined for the past fifty years to the point where today they form the heart
of a multi-hundred billion dollar per year industry employing hundreds of
thousands of people on a worldwide basis. There is a continuing need for
transmission and reception of digital signals at higher and higher data rates.
There are a variety of physical limits that place an upper limit on these data
rates, and so the question naturally arises: are there alternative communica-
tion techniques that can circumvent these natural limits?

For example, most digital communication today is carried out using elec-
tronic devices that are essentially “linear,” and linear system theory has been
used to continually refine their performance. In many cases, inherently non-
linear devices are linearized in order to achieve a certain level of linear system
performance. However, as device technology reaches its fundamental limits,
the natural question arises: can the intrinsic nonlinearity of electronic devices
be exploited in some fundamental way to improve communications system
performance?

One example of the type of improvement that can potentially be achieved
with the judicious application of the intrinsic nonlinearity of an electronic
device is the well-known use of solitons in fiber-optic transmission systems.
The inherent nonlinearity of an optical fiber ensures that a digital pulse — a
soliton — retains a constant shape over a large distance, and that the pulses
1 Portions of this chapter were taken from publications [1–3].
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do not diffuse or disperse during transmission. In this case, the nonlinearity
of the fiber compensates for its dispersion, and vice versa. Solitons have many
interesting and useful properties, including essentially distortionless propaga-
tion over enormous distances and “damage-free” soliton-soliton collision.

The potential advantages of operation of nonlinear devices for generation
of digital communication signals include improved efficiency, lower dc power,
lower probability of intercept, and lower probability of detection. These po-
tential advantages have to be balanced against the need for efficient spectrum
management, and the cost of this new technology.

In order to understand the full impact that nonlinear techniques may have
on digital communications, we begin with a brief overview of modern digital
communications techniques. Figure 1.1 shows a block diagram of a typical dig-
ital communications system [4]. Each block in the transmission chain performs
a unique function. The source encoding block takes the data provided by the
information source, and codes it in an optimum way for further transmission
— either by removing redundant bits, or compressing it in some other fashion.
The encryption block re-codes the data in order to enhance transmission secu-
rity. The channel encoding performs a variety of transformations on the input
data to minimize the overall degradation due to channel impairments. Mod-
ulation impresses the encoded data onto the radio frequency carrier, which
is then combined with other signals in a multiple access scheme, and finally
delivered to the transmit antenna. Each block in the receiver chain performs
the inverse operation to that of the transmit chain.

Fig. 1.1. Block diagram of modern digital communications system.

The advantages of digital communications compared to traditional analog
techniques can immediately be seen from this brief overview. First, the trans-
mitted information is coded in such a way to make its reception insensitive
to channel impairments, private, and free of unnecessary redundant informa-
tion that would waste valuable spectrum. The data is then modulated onto a
carrier in a manner that can predictably minimize the bandwidth and power
requirements for a given desired data and error rate. The level of control over
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the security, bandwidth, and error rate that digital communications techniques
allow is significantly greater than that of traditional analog techniques.

Nonlinear techniques can be applied in a straightforward manner to the
encryption/decryption blocks of the system. In this manner, data can be “em-
bedded” in a chaotic sequence, which is only known to the desired receiver -
significantly enhancing security. Nonlinear techniques can also be potentially
applied to channel encoding/decoding functions, where there may be some
benefit to chaotic channel coding techniques for greater immunity to chan-
nel fading problems. Chaotic modulation and spreading techniques may allow
for improved multiple channel access approaches and improved immunity to
potential jamming and fading conditions. Chaotic modulation of digital data
may be less sensitive to electronic nonlinearities in the transmit and receive
portions of the device.

This chapter provides a brief overview of some of the digital communica-
tions techniques that have been proposed recently employing nonlinear dy-
namics, along with a comparison to traditional approaches.

1.2 Wireless Communications Based on Nonlinear
Dynamics and Chaos

Wireless digital communications devices typically have a variety of require-
ments, such as data transmission rate, bit-error rate (BER), bandwidth, com-
plexity, and cost. However, in hostile environments (e.g., multipath propa-
gation, interference from other such devices, potential eavesdroppers, etc.),
additional desirable features may include security, low probability of inter-
cept, spread-spectrum, and efficient battery usage.

These various features can be traded off against each other in a commu-
nications system using spread-spectrum techniques. Spread-spectrum com-
munication systems modulate a relatively narrowband message signal onto
a wideband carrier. Common spread-spectrum technologies use correlation
techniques to match the received signal with a certain known pattern. As
a result, the desired signal is accumulated coherently, and the channel noise
and interference are averaged out. This desirable property of spread-spectrum
systems—to suppress interference through utilization of a wider bandwidth—
is called the processing gain of the system.

One new approach to these various challenges makes use of chaotic dynam-
ical systems. Chaotic signals exhibit a wide spectrum and have been studied
in connection with spread-spectrum applications [5]. Due to their irregular
nature, they can be used to efficiently encode the information in a number
of ways. Because chaotic signals are generated by deterministic dynamical
systems, two coupled chaotic systems can be synchronized to produce identi-
cal chaotic oscillations. This provides the key recovery of information that is
modulated onto a chaotic carrier [6].
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The broad continuous spectra of chaotic signals make them very attrac-
tive for use as carriers in spread spectrum communications [5,7–13]. Because
chaotic signals are generated by deterministic dynamical systems, two coupled
chaotic systems can be synchronized to produce identical chaotic oscillations.
This insight provides the key to the recovery of information that is modulated
onto a chaotic carrier. A number of chaos-based communication schemes have
been suggested, but many of these systems are very sensitive to distortion, fil-
tering, and noise. However, a chaos-based communications system could also
improve privacy, security, and probability of intercept, inasmuch as chaotic
sequences, unlike pseudorandom sequences, can be made completely nonperi-
odic.

1.2.1 Wireless Communications Based on Chaotic Carriers

Several differing chaos-based modulation schemes are now described. The op-
eration of a Differential Chaos Shift Keying (DCSK) [9, 14] modulator and
demodulator is illustrated in Figure 1.2. For each transmitted bit, the trans-
mitter outputs a chaotic sequence xi of length M followed by the same se-
quence multiplied by the information signal bl = ±1, where l is the bit counter.
As a result, the transmitted signal si is given by

si =
xi, 0 < i ≤ M
blxi−M , M < i ≤ 2M

(1.1)

The receiver takes the received signal ri and multiplies it by the received
signal, delayed by M (ri−M ). The result is then averaged over the spreading
sequence length M . Thus the output of the correlator can be written as

S =
M∑
i=1

riri+M . (1.2)

If we make the standard assumptions that the received signal ri is given
by ri = si + ξi, where ξi is a stationary random process with < ξi >= 0, that
ξi and ξj are statistically independent for any i �= j, and that we can maintain
perfect bit synchronization. Then the correlator output can be written as

S =
M∑
i=1

(si + ξi)(si+M + ξi+M )

=
M∑
i=1

(
blx

2
i + xi(ξi+M + blξi) + ξiξi+M

)
(1.3)

= bl

M∑
i=1

x2
i +

M∑
i=1

(xi(ξi+M + blξi) + ξiξi+M )

where the first term is the desired signal and the second is a zero mean random
quantity representing the noise and interference terms.
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One shortcoming of this method is the need to transmit the same chaotic
sequence twice, which makes this system prone to interception and wasteful
of power. Also, the transmitter requires a delay element and a switch, or a
generator capable of reproducing the same chaotic sequence.

Fig. 1.2. DCSK operation: (a) transmitter, (b) receiver. (Reprinted with permission
from [2]. c©2000 IEEE.)

An alternative technique is Correlation Delay Shift Keying (CDSK) [2] .
In the CDSK modulator (Figure 1.3), the transmitted signal is the sum of
a chaotic sequence and the same delayed chaotic sequence multiplied by the
information signal bl = ±1. As a result, CDSK overcomes the problems of
DCSK: the switch in the transmitter is now replaced by an adder, and the
transmitted signal is never repeated. The CDSK receiver (Figure 1.3b) is the
same as for DCSK, except the delay now does not have to be equal to the
spreading sequence length. The correlator output S is given by the sum

S =
M∑
i=1

(xi + blxi−L + ξi)(xi−L + bl−1xi−2L + ξi−L)

= bl

M∑
i=1

x2
i−L +

M∑
i=1

ηi, (1.4)

where

ηi = xixi−L + bl−1xixi−2L + blbl−1xi−Lxi−2L

+ xiξi−L + blxi−Lξi−L + xi−Lξi + bl−1xi−2Lξi

+ ξiξi−L.

The first term in (1.4) is the desired signal and the second comes not only from
noise part of the correlator input, but also from correlating chaotic segments
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over finite time. This additional interference leads to degraded performance
of CDSK, compared to DCSK.

Fig. 1.3. CDSK operation: (a) transmitter, (b) receiver. (Reprinted with permission
from [2], c©2000 IEEE.)

An alternative to including the reference signal in the transmitted signal
involves re-creating the reference signal in the receiver. This approach is taken
in the design of Symmetric Chaos Shift Keying (SCSK) [2] whose operation
is illustrated in Figure 1.4. The central element of a SCSK transmitter is the
chaotic map

xi+1 = F(xi), (1.5)

where xi is the internal state vector. The first component of this vector
multiplied by the information signal bl = ±1 is the transmitted signal: si =
blxi. In the receiver this signal is driving a matched chaotic system:

yi+1 = G(|si|,yi). (1.6)

F(•) and G(•) are chosen such that the drive-response system that they
form has a stable identically synchronous regime with respect to the first
components of vectors xi and yi: x1

i = y1
i . The simplest example of such

drive-response system is a two one-dimensional map

xi+1 = F (xi),
yi+1 = F (si),

where F (•) is even, F (x) = F (−x). In the noise-free case, the output of
the chaotic system in the receiver is the same as the output of the chaotic
system in the transmitter, and the same as the signal in the channel, except
for information-dependent polarity modulation. The sign of bl can therefore
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be determined by taking the product of the received signal and the output
of the chaotic system in the receiver. The product can then be averaged over
the length of the spreading sequence in order to reduce the effects of channel
noise.

In general, the correlator output for SCSK can be written as

S =
M∑
i=1

y1
i (blx

1
i + ξi), (1.7)

where y1
i is the output of the chaotic system in the receiver. In the case

when the chaotic map is one-dimensional

S =
M∑
i=1

F (blxi−1 + ξi−1)(blxi + ξi). (1.8)

We can introduce ξ̃i = ξi/bl and rewrite this in the form

S = bl

M∑
i=1

F (xi−1 + ξ̃i−1)(F (xi−1) + ξ̃i)

= bl

M∑
i=1

x2
i + bl

M∑
i=1

F (xi−1 + ξ̃i−1)ξ̃i (1.9)

+ bl

M∑
i=1

(
F (xi−1 + ξ̃i−1)− F (xi−1)

)
F (xi−1).

The first sum in this expression is the desired signal, and the second is the
interference.

The SCSK approach has advantages over both DCSK and CDSK. The
transmitter design is simpler and the SCSK transmitted sequence is non-
repeating, leading to a lower probability of intercept. Additionally, demodula-
tion of the SCSK signal requires a matched nonlinear system in the receiver,
thus offering better protection against an unauthorized reception. These ad-
vantages come at the expense of some performance loss and of the more re-
stricted choice of nonlinear systems used for chaos generation.

Extensive analysis has been carried out on the performance of these sys-
tems in [2], along with a comparison to more traditional periodic carrier com-
munications approaches. What follows are some representative performance
comparisons of these new chaotic modulation approaches compared to existing
techniques.

The output of the correlator for DCSK is given by (1.3). It can be written
in the form

S = blA + blζ + η, A > 0. (1.10)

Here A =< x2
i > M , ζ =

∑M
i=1 x2

i −A and
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Fig. 1.4. SCSK operation: (a) transmitter, (b) receiver. (Reprinted with permission
from [2]. c©2000 IEEE.)

η =
M∑
i=1

xiξi+M + bl

M∑
i=1

xiξi +
M∑
i=1

ξiξi+M .

For DCSK A = Eb/2. We require that xi is stationary, and that the corre-
lation between xi and xi+k decay quickly as |k| increases (which is standard
for chaotic systems). We further assume that M is much larger than the char-
acteristic correlation decay times. Under these assumptions, as M increases,
the distributions of ζ and η approach Gaussian distributions [15].

Thus the bit error rate for the DCSK is given by

BER =
1
2
erfc

⎛
⎝
√

Eb

4N0

(
1 +

2
5M

Eb

N0
+

N0

2Eb
M

)−1
⎞
⎠ . (1.11)

Figure 1.5a presents the results of numerical simulations with different
values of M . Channel noise ξi was taken to be Gaussian. The bit error rate
for conventional binary phase shift keying (BPSK) BER = erfc

(√
Eb/N0

)
/2

is also shown for comparison. In Figure 1.6 we observe excellent agreement
between the analytical prediction and the results of numerical simulations for
M = 100.

From Figure 1.5 we also see that at large M the performance degrades
with increasing M , which is consistent with (1.11). This trend occurs due
to increasing contribution of noise-noise cross terms ξiξi−M in (1.3) and is
typical for correlation decoding of TR signals. As we increase M keeping
Eb/N0 constant at a fixed signal amplitude, we increase N0 proportionally to
M . Thus, although the useful signal in (1.3) increases linearly with M , and
so does the standard deviation of

∑M
i=1 xi(blξi−M + ξi), ∼

√
MN0 ∼ M , the

standard deviation of
∑M

i=1 ξiξi−M , ∼
√

MN2
0 ∼ M3/2, grows faster.

The bit error rate for the CDSK system is given by
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Fig. 1.5. Performance of correlation-based detection methods: DCSK (a), CDSK
(b), and SCSK (c). A comparison to BPSK is included for comparison. (Reprinted
with permission from [2]. c©2000 IEEE.)
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Fig. 1.6. Performance of DCSK, CDSK, and SCSK with M = 100. Numerical data
and analytical estimates are shown with symbols and lines, respectively. (Reprinted
with permission from [2]. c©2000 IEEE.)

BER = (1.12)

1
2erfc

(√
Eb

8N0

(
1 + 19

20M
Eb

N0
+ M

4
N0
Eb

)−1
)

.

The results of numerical simulations with L = 200 are shown in Fig-
ure 1.5b. The comparison between the analytical and numerical results is
given in Figure 1.6. Considering that xi and xj can be considered statistically
independent only approximately at large M , the analytical and the simulation
curves at M = 100 match reasonably well.

In Figure 1.6 we also see the CDSK system performs between two and
three dB worse than the DCSK system. This is due to two factors. First,
due to the nature of the transmitted signal, there are four signal-noise cross
terms in (1.5), compared to only two such terms in (1.3) for DCSK. Second,
in addition to interference terms due to noise (noise-signal and noise-noise
terms) there are three interference terms due to incomplete orthogonality of
chaotic segments on two consecutive time intervals. These terms are present
even when noise amplitude is zero, thus, the bit error rate saturates at large
Eb/N0 at the value BERsat = erfc(

√
5M/38)/2. This saturation is visible in

Figure 1.5b which shows the bit error rate curves computed numerically for
different values of M . Here we also see that, as in the case of DCSK, increasing
M at constant Eb/N0 leads to performance degradation.

In general the correlator output (1.9) for this system can be written in the
form (1.10) with A = Eb + M∆Eb, where
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∆Eb =
〈(

F (xi−1 + ξ̃i−1)− F (xi−1

)
F (xi−1)

〉
. (1.13)

η and ζ can be defined as in the previous two cases. When M is large, ζ is
a zero mean Gaussian variable with the variance in the case of the tent map
σ2

ζ = 4E2
b /(5M). η for SCSK is defined as

η =
M∑
i=1

F (xi−1 + ξ̃i−1)ξ̃i

+
M∑
i=1

(
F (xi−1 + ξ̃i−1)− F (xi−1))F (xi−1)−∆Eb

)
,

and is also in the limit of large M a zero mean Gaussian variable. Because of
the nonlinearity of F , it is difficult to find analytically the explicit formula for
the bit error rate; however, we may expect to see the same general features
in its performance as in DCSK and CDSK. Figure 1.5c shows the numerical
performance curves for SCSK. This figure confirms our expectation that the
performance of SCSK should follow the same trends as that of DCSK or
CDSK. In particular we again observe the degradation of performance at
large values of M .

1.2.2 Wireless Chaotic Pulse Position Modulation

An impulsive -based transmission system, where the information is modulated
on the time intervals between the pulses, has a number of potential advantages
over those described in the previous section. The negative effects of filtering
and channel distortions, which typically severely impair the ability of chaotic
systems to synchronize, are substantially reduced by using impulse signals.

One approach to these impulsive-based communications systems is to
use chaotically timed pulse sequences rather than continuous chaotic wave-
forms [16]. Each pulse has an identical shape to all the others, but the time
delay between them varies chaotically. Because the information about the
state of the chaotic system is contained entirely in the timing between pulses,
the distortions that affect the pulse shape will not significantly influence the
ability of the chaotic pulse generators to synchronize and be utilized in com-
munications.

This proposed system is similar to other ultra-wide bandwidth impulse
radios [17], which are very promising communication platforms, especially in
severe multipath environments or where they are required to co-exist with
a large number of other radio systems. Chaotically varying the spacing be-
tween the narrow pulses enhances the spread spectrum characteristics of the
system by removing any periodicity from the transmitted signal. Because of
the absence of characteristic frequencies, chaotically positioned pulses are ex-
tremely hard to observe and detect illegitimately. Thus, one expects trans-
mission based on chaotic pulse sequences to have a very low probability of
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intercept. Additional security can be accomplished by using one of the coding
schemes suggested for covert communications with chaotic systems [18].

The particular chaotic encoding method, Chaotic Pulse Position Modula-
tion (CPPM) [3], is related to the dynamical feedback modulation method [16].
The communication scheme is built around a Chaotic Pulse Regenerator,
CPRG (see Figure1.7). Given a pulse train with interpulse intervals Tn, the
CPRG produces a new pulse sequence with intervals Tn +∆Tn where ∆T de-
pends on the input sequence: ∆Tn = F (Tn, ..., Tn−k); F (•) is such that with
no input and with the feedback loop closed, the transmitter generates a pulse
train with chaotic interpulse intervals.

The binary information is applied to the pulse train leaving the CPRG by
adding an extra block in the feedback loop that leaves the signal unchanged
if “0” is being transmitted, or delays the pulse by a fixed time if “1” is being
transmitted. This modulated pulse sequence is the transmitted signal. Because
an unauthorized receiver has no information on the spacing between the pulses
leaving the CPRG, it cannot determine whether a particular received pulse
was delayed, and thus whether “0” or “1” was transmitted. This provides a
certain degree of privacy. At the receiver side, the signal is applied to the
input of an identical CPRG.

The outputs from the CPRGs in the transmitter and the receiver are
identical. Thus the signal at the output of the receiver CPRG is identical to
the signal in the channel, except some pulses in the transmitted signal are
delayed. By evaluating the relative pulse timings in the received signal and
in the signal at the output of the CPRG, the receiver can decode the digital
message. When the CPRGs are not matched with sufficient precision, a large
decoding error results. Thus the parameters of the CPRGs act like a privacy
key.

Fig. 1.7. Illustration of the basic CPPM approach. (Reprinted with permission
from [3]. c©1999 IEEE.)

When synchronized, the receiver “knows” the time interval or a window
where it can expect a pulse corresponding to a “1” or a “0”. This allows the
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input to be blocked at all times except when a pulse is expected. The time
intervals when the input to a particular receiver is blocked can be utilized
by other users. To decode a bit of information we must determine whether
a pulse from the transmitter falls into the window corresponding to “0” or
that corresponding to “1”, which can be done by integrating the input signal
within the windows around the expected locations of pulses corresponding to
“0” and to “1”. If all pulses have the same polarity and synchronization is
perfect, the CPPM performance is equivalent to that of OOK—3 dB worse
than BPSK.

This is shown in the “PPM” curve in Figure 1.8. This performance is
achieved with the window size equal to the pulse duration. In the case of
imperfect synchronization the window cannot be so narrow, and with the
larger window size and the same detection method we shall have an additional
loss of performance equal to 10 log T/τ where T is the window size and τ is
the pulse duration.

Fig. 1.8. Performance of the PPM schemes: PPM (the synchronous binary pulse
position modulation scheme) is offset by 3 dB from BPSK; ideal CPPM includes
the additional shift derived from KSE. (Reprinted with permission from [3]. c©1999
IEEE.)

There is another degradation factor common to chaos-based communica-
tion schemes. Most traditional schemes are based on periodic signals and
systems where the carrier is generated by a stable system. All such sys-
tems are characterized by zero Kolmogorov-Sinai entropy (KSE): without
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any input the average speed of non-redundant information generation is zero.
Chaotic systems have positive KSE and continuously generate non-redundant
information. Even in an ideal environment, in order to perfectly synchro-
nize two chaotic systems, one must transmit the amount of information per
unit time that is equal to or larger than the KSE [19]. Consider a tent map
xn+1 = α |0.5− |0.5− xn|| with α = 1.3. The KSE for chaotic iterations of
this map is EKS = log2 α = 0.38. Thus, to synchronize two tent maps and
transmit one bit of information per iteration one would have to actually send
on average 1.38 bits per iteration. This correction shifts the ideal performance
curve for the CPPM scheme by 1.39 dB to the right, shown by the “ideal
CPPM” curve in Figure 1.8.

The receiver that provides the best results is shown in Figure 1.9. Based
on the state of the synchronized CPRG, the input is blocked at all times except
the time windows around the expected locations of the pulses corresponding
to “1” and “0”. The signals within these windows are applied to peak detectors
(PD). Based on which window contained the peak of the maximum height,
we decide whether “1” or “0” was transmitted and the signal within the
corresponding time window is passed to the receiver SPRG.

Fig. 1.9. Diagram of an optimized CPPM receiver. (Reprinted with permission
from [3]. c©1999 IEEE.)

The channel is modeled by adding WGN to the output of the transmitter
and then LP-filtering the signal with a FIR filter, which models the transmitter
and receiver antennas. We measure SNR and find Eb/N0 using the following
formula [4]: Eb/N0 = S/N (W/R), where S/N is the SNR, W is the channel
bandwidth, and R is the bit rate.

The performance curve corresponding to these parameters is shown in
Figure 1.8. One can see that CPPM performs 4 dB worse than the ideal
CPPM system in simulation. Most of this difference is attributed to the im-
perfect synchronization in the receiver. Although CPPM seems to perform
worse than even non-coherent FSK, we should emphasize that (i) this spread
spectrum system provides low intercept probability and covertness through
a very simple design; (ii) to our knowledge, this system performs exception-
ally well compared to other chaos-based covert communication schemes; (iii)
there exists a multiplexing strategy that can be used with CPPM [20] and (iv)
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the system can be improved at lower bit rates, with narrower bandwidth. All
this makes CPPM a prime base for development of chaos-based covert spread
spectrum systems.

1.3 Optical Communications Based on Nonlinear
Dynamics

Optically based chaotic communications, which are based on the transmission
of messages encoded on a chaotic waveform, have attracted very extensive re-
search activity [21]. Most of the systems are based on synchronization of chaos
between a transmitter and a receiver, which are linked by a transmission chan-
nel. For such systems, synchronization between the transmitter and receiver
is mandatory, because the bit-error rate (BER) of the decoded message at the
receiver depends on the accuracy and robustness of synchronization.

Many systems based on either semiconductor lasers [22–34] or fiber lasers
[35–37] have been proposed and studied for chaotic optical communications.
We are especially interested in chaotic optical systems that can reach the
rates typically employed by traditional optical communications systems, such
as the OC-48 standard bit rate of 2.5 Gb/s and the OC-192 standard bit
rate of 10 GB/s. We present three of the leading semiconductor laser systems
that are most actively investigated and are most promising for high-bit-rate
chaotic optical communications. They are the optical injection system [24,25],
optical feedback, and the optoelectronic feedback system [29, 30], which are
schematically shown in Figures ( 1.10a-c), respectively.

Synchronization between the transmitter laser diode and the receiver laser
diode can be either unidirectional or bidirectional, but unidirectionally cou-
pled systems are typically used for high-bit-rate communications. The receiver
can be operated in open-loop or closed-loop mode, but an open-loop receiver
can be more stably synchronized to the transmitter than a closed-loop re-
ceiver [31]. Therefore, we consider only unidirectional systems with open-loop
receivers as shown in Figure 1.10.

Information can be impressed onto these optoelectronic systems in several
different ways, as shown in Figure 1.10. Several encryption methods have
been considered and demonstrated for chaotic communication systems. The
most important ones include chaos shift keying (CSK) [38], chaos masking
(CMS) [39], chaos modulation [6], [40], and chaotic pulse position modulation
(CPPM) [2], [3]. In the case of chaos modulation, both additive chaos mod-
ulation (ACM) [6] and multiplicative chaos modulation (MCM) have been
considered [40].

The CSK encryption method is implemented by encoding the message
through direct current modulation of the transmitter. Decoding of the mes-
sage is done by subtracting the output of the receiver from the signal that is
transmitted to the receiver. True synchronization cannot be expected in the
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Fig. 1.10. Schematic diagrams for three synchronized chaotic optical communica-
tions systems using semiconductor lasers. Also shown are the message encoding and
decoding schemes for the three methods: (a) optical injection, (b) optical feedback,
and (c) optoelectronic feedback.

process of message encoding with CSK because the transmitter is current-
modulated with the message but the receiver is not. The chaotic state of the
transmitter is influenced by the message in the CSK encryption.

In the CMS encryption method, a message is encoded on the chaotic out-
put of the transmitter by simply adding the message to the chaotic waveform
being transmitted to the receiver. The message is decoded by subtracting the
output of the receiver from the signal that is transmitted to the receiver.
Because information of the message is injected into the receiver but no in-
formation of the message is sent to the transmitter, the symmetry between
the receiver and the transmitter cannot be maintained. Consequently, true
synchronization cannot be expected when a message is encoded with CMS.
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However, the chaotic state of the transmitter is not influenced by the message
in the CMS encryption.

In the ACM encryption method, the message is encoded by adding it to
the chaotic output of the transmitter, but, different from CMS, the informa-
tion of the message is sent equally to both the transmitter and the receiver.
Decoding is performed again by subtracting the output of the receiver from
the signal that is transmitted to the receiver. True synchronization is possible
when a message is encoded with ACM because the symmetry between the
transmitter and the receiver is not broken by the message-encoding process of
this encryption method. The chaotic state of the transmitter, as well as the
complexity of chaos, varies with the message in the ACM encryption.

For the optical injection system shown in Figure 1.10(a), the nonlinear
dynamics of the transmitter is generated by optical injection from another
laser. When synchronization is achieved, the optical frequency, phase, and
amplitude of the two lasers are all locked together synchronously [34].

According to the configuration in Figure 1.10(a), the transmitter can be
modeled by the following coupled equations in terms of the complex laser field
amplitude and the carrier density [22,23]

dAT

dt = −
(

γT
c

2 + ηα
)

AT + i(ω0 − ωc)AT

+Γ
2 (1− ibT )gAT + FT

sp + η
{
αAie

−iΩt [1 + mACM (t)]
} (1.14)

and
dNT

dt
=

J [1 + mCSK(t)]
ed

− γsN
T − 2ε0n

2

�ω0
|AT |2 (1.15)

and the receiver can be described by

dAR

dt = −
(

γR
c

2

)
AR + i(ω0 − ωc)AR

+Γ
2 (1− ibR)gAR + FT

sp + ηs(t)
(1.16)

and
dNR

dt
=

J

ed
− γsN

R − 2ε0n
2

�ω0
|AR|2. (1.17)

where A is the complex intracavity field amplitude, γR
c is the cavity decay

rate, ωc the longitudinal mode frequency of the cavity, Γ the confinement
factor, bT the linewidth enhancement, g the gain coefficient including second-
order effects, FT

sp the spontaneous emission noise source, N the carrier density,
J the injection current density, d the active layer thickness, γs the spontaneous
carrier decay rate, n the refractive index, and F the carrier noise.

In this model,Aie
−iΩt is the optical injection field with a detuning fre-

quency Ω, η is the injection rate of an optical field into the laser, and α defines
the coupling strength between the transmitter and the receiver. The subscript
of the encoding message in ( 1.14) and ( 1.15) indicates the type of encoding
scheme used. When a particular scheme is used, M(t) with a subscript of other
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schemes should be set to zero. As we can see from the mathematical model,
when CMS is applied, the encoding message is injected into the receiver but
not into the transmitter. When CSK is applied, only the transmitter, but not
the receiver, is current modulated with the encoding message. By comparison
of the rate equations above for different encoding schemes, we can see that
the transmitter and the receiver are never mathematically identical when a
message is encoded with the CMS or the CSK scheme. They can be identi-
cal only when a message is encoded with the ACM scheme and when their
parameters are properly matched.

A general characteristic of chaotic communications based on synchroniza-
tion, is that the recovered message is contaminated by the channel noise as
well as the synchronization error. Therefore, the performance of this system
is determined by an experimental comparison of the results in the time do-
main (Figure 1.11). In order to reveal the effect of the channel noise on the
message recovery, the data shown in this figure are obtained when the laser
noise is not considered. The value of SNR is set at 36 dB. It is observed that
message recovery is almost impossible for the CSK scheme because message
encoding with CSK causes frequent desynchronization bursts and the success
of message decoding for this encryption scheme is determined by the resyn-
chronization time. At a bit rate of 10 Gb/s, resynchronization is difficult to
achieve within the short time of the bit duration of 0.1 ns. The performance
can be improved at low bit rate when the bit duration gets longer than the
resynchronization time.

In the case of CMS, the synchronization error mainly arises from the break-
ing of the mathematical identity between the transmitter and the receiver by
the encoded message. Because the encoding message used is small in compari-
son to the transmitter output, the encoded message acts only as a perturbation
on the synchronization. Therefore, the recovered message shows some resem-
blance to the pattern of the encoding message. Better message recovery can
be expected if a low-pass filter is used.

The performance of ACM is the best among the three encryption methods
because message encoding by ACM does not break the mathematical identity
between the transmitter and the receiver. The error bits are contributed by
synchronization error caused by the channel noise, as well as by the laser noise
when it is considered. Whether synchronization deviation or desynchroniza-
tion bursts dominate in the generation of error bits depends on the amount
of noise present.We can see that the single error bit seen in the ACM decoded
message in Figure 1.11 is generated by the occurrence of a desynchronization
burst.

The system performance measured by the BER as a function of channel
SNR for the optical injection system is shown in Figure 1.12 for each of the
three encryption schemes.We observe that CSK and CMS have similar per-
formance when the laser noise is not considered. The performance of CMS
is barely affected by the laser noise because the breaking of the mathemati-
cal identity between the transmitter and the receiver caused by the encoded
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Fig. 1.11. Time series of the decoded messages of the three different encryption
schemes in the optical injection system.

message has a much more significant effect on creating synchronization error
than the perturbation of the laser noise to the system. The performance of
CSK is, however, deteriorated by introducing the laser noise because the noise
further increases the desynchronization probability and the resynchronization
time. As for the performance of the ACM scheme, a BER lower than 10−5

can be obtained for an SNR larger than 60 dB under the condition that the
laser noise is absent. However, in the presence of the laser noise at a level
corresponding to a laser linewidth of around 100 kHz, for example, the BER
saturates at a value higher than 10−3, and the BER saturates at a higher
value for a larger laser noise.

For the optical feedback system shown in Figure 1.10(b), the nonlinear
dynamics of the transmitter is generated by optical feedback of the laser out-
put. According to the configuration in Figure 1.10(b), the transmitter can be
modeled by the following coupled equations
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Fig. 1.12. BER versus SNR for the three different encryption schemes in the optical
injection system. Solid line: obtained when laser noise is absent, dashed line: obtained
when the laser noise level of ∆ν = 100kHz for both the TLD and RLDs. Dot-dashed
line obtained when ∆ν = 1MHz and dotted line obtained when ∆ν = 10MHz.

dAT

dt = −γT
c

2 AT + i(ω0 − ωc)AT

+Γ
2 (1− ibT )gAT + FT

sp + η
{
αAT (t− τ) + mACM (t)

} (1.18)

and
dNT

dt
=

J [1 + mCSK(t)]
ed

− γsN
T − 2ε0n

2

�ω0
|AT |2 (1.19)

and the receiver can be characterized by

dAR

dt = −
(

γR
c

2

)
AR + i(ω0 − ωc)AR

+Γ
2 (1− ibR)gAR + FR

sp + ηs(t)
(1.20)

and
dNR

dt
=

J

ed
− γsN

R − 2ε0n
2

�ω0
|AR|2 (1.21)

In this case, τ is the feedback delay time and η is the injection rate. Be-
cause the feedback strength has to be equal to the coupling strength between
the transmitter and the receiver for the existence of perfect chaos synchro-
nization, the parameter α is used for both quantities. The transmitted signal
has the form s(t) = αAT (t− τ) + m(t) for both the ACM and CMS schemes,
and the form s(t) = αAT (t − τ) for the CSK scheme. The subscript of the
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encoding message in ( 1.18) and ( 1.21) indicates the type encoding scheme
used.

When CMS is applied, the encoding message is sent to the receiver but is
not fed back to the transmitter. When CSK is applied, only the transmitter,
but not the receiver, is current modulated with the encoding message. By
comparison of the rate equations above for different encoding schemes, we
can see that the transmitter and the receiver can be identical in the presence
of a message only when ACM is applied and when their parameters are well
matched.

The system performance, measured by the BER as a function of channel
SNR for the optical feedback system is shown in Figure 1.13. From Figure
1.13, we find that message recovery for the CSK scheme is not possible at
the high bit rate studied here because the resynchronization time after a
desynchronization burst has to be shorter than the bit duration for a following
bit to be recoverable. The performance of CMS in this system is similar to that
of CMS in the optical injection system, and it is barely affected by the laser
noise for the same reason as that mentioned above for the optical injection
system. As for the performance of the ACM scheme, a BER lower than 10−3
cannot be obtained even when the channel SNR is as large as 120 dB. This is
caused by the frequent occurrence of desynchronization bursts in this system
even at an extremely low level of channel noise. In this system, the effect of
the laser noise of each laser is about the same as that of the equivalent channel
noise on the system BER performance, and the transmitter noise has as equal
an effect as the receiver noise on the BER performance.

Fig. 1.13. BER versus SNR for the three different encryption schemes in the optical
feedback system Each curve corresponds to the same curve in Figure 1.11.
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The final synchronization approach employs optoelectronic feedback Ac-
cording to the configuration in Figure 1.10(c), the transmitter can be modeled
by the following coupled equations in terms of the photon density ST and the
carrier density NT

dST

dt
= −γT

c ST + ΓgST + 2
√

S0ST FT
S (1.22)

and

dNT

dt
=

J [1 + mCSK(t)]
ed

[
1 + ξyT (t− τ)

]− γsN
T − gST (1.23)

and the receiver can be described by

dSR

dt
= −γcS

R + ΓgSR + 2
√

S0SRFR
S (1.24)

and

dNR

dt
=

J [1 + mCSK(t)]
ed

[
1 + ξyR (t− τ)

]− γsN
R − gSR (1.25)

where ξ is the feedback strength, τ is the feedback delay time, and
f(t) is the normalized response function of the feedback loop, including
the photodetector and the amplifier. The transmitted signal has the form
s(t) = ST (t) + m(t) for both the ACM and CMS schemes, and the form
s(t) = ST (t) for the CSK scheme. The subscript of the encoding message
m(t) in 1.23 indicates the encoding scheme used. The transmitter and the
receiver can be mathematically identical only when a message is encoded with
the ACM scheme and when their parameters are well matched.

The system performance as measured by the BER as a function of channel
SNR for the optoelectronic feedback system is shown in Figure 1.14. From
Figure 1.14, we find again that message recovery at a high bit rate is not
possible for the CSK scheme. The CMS scheme has better performance in
this system than it does in both the optical injection and the optical feedback
systems. The performance of CMS is barely affected by the laser noise for the
same reason as that mentioned above for the other two systems. As for the
performance of ACM, a lower BER can be obtained when the SNR is larger
than 38 dB, which is much better than the performance of ACM in the other
two systems discussed above.

The reason for this improved performance is that the channel noise in
the optoelectronic feedback system is converted into electronic noise to be
electrically injected into the receiver, whereas the channel noise in both the
optical injection and the optical feedback systems is optically injected into
the receiver. Because the carrier decay rate is much smaller than the cavity
decay rate, the carrier density fluctuation caused by the channel noise that is
electrically injected into the receiver in the optoelectronic feedback system is
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Fig. 1.14. BER versus SNR for the three different encryption schemes in the op-
toelectronic feedback system. Each curve corresponds to the same curve in Figure
1.11.

much lower than the amplitude and phase fluctuations of the laser field caused
by the channel noise that is optically injected into the receiver in the other
two systems. However, because the laser noise directly causes fluctuations in
the intracavity laser field, the laser noise in this system saturates the BER
to a value higher than as it does in the optical injection system. Therefore,
the effect of the laser noise on the BER performance of this system is very
different from that of the channel noise. Note that the problem mentioned
above that makes the use of the CSK scheme not possible for high-bit-rate
communications with this system does not exist for the ACM scheme because
no desynchronization bursts are observed when ACM is applied to this system.

1.4 Conclusions

Communications systems based on chaos and nonlinear dynamics are still in
their infancy, although astonishing progress has been made in recent years. In
the wireless arena, the technology promises a high degree of security because
of the essentially nonperiodic nature of the carrier. In addition, the simplicity
and ease of control of these approaches makes them attractive candidates for
low-cost secure communications.
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A number of chaos-based communication schemes have been suggested,
but many of these systems are very sensitive to distortion, filtering, and noise.
We have examined several of the most promising approaches in this chapter,
including DCSK, CDSK, SCSK, and CPPM. At their best, these systems have
comparable performance to traditional OOK systems, but with far greater
security and low- observability.

Three semiconductor laser systems— the optical injection system, the op-
tical feedback system, and the optoelectronic feedback system — which are
capable of generating broadband, high-frequency chaos for high-bit-rate com-
munications have been considered in this chapter. The inherent advantage
of any optical communication system is its ability to handle high-bit-rate
communications. Optoelectronic-feedback laser systems with ACM message
encoding-decoding at 2.5 Gb/s has demonstrated chaotic optical communica-
tion at a bit rate matching the requirement of the OC-48 standard. Chaotic
optical communications at the OC-192 standard bit rate of 10 Gb/s are pos-
sible when high-speed semiconductor lasers are used.

The performance of each system at 10 Gb/s is numerically studied for
the three encryption schemes of CSK, CMS, and ACM. Noise sources have
very significant effects on the system performance at high bit rates, primar-
ily because they cause synchronization error in the forms of synchronization
deviation and desynchronization bursts in these synchronized chaotic commu-
nication systems. Among the three laser systems, the optoelectronic feedback
system is least susceptible to noise-induced desynchronization and thus has
the best performance, whereas the optical feedback system is most susceptible
to noise-induced desynchronization and, thus, has the worst performance.

Among the three encryption schemes, it is found that, at high bit rates,
only the performance of ACM with low-noise lasers is acceptable because ACM
allows true synchronization in the process of message encoding by maintaining
the mathematical identity between the transmitter and the receiver. Both
CSK and CMS cause significant bursts or synchronization deviation in the
systems because they break the identity between the transmitter and the
receiver in the process of message encoding. The possibility of designing stably
synchronized systems and optimized filters to improve the performance of
synchronized chaotic optical communication systems is an important subject
to be addressed in the future.
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